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Self – Tests

Self-Tests


These tests are for Chapters 1 through 7 of the Investigations Guide to help assess your understanding of the materials and classroom instruction. You are expected to work on the self-tests following each day of training. The tests serve to aid in your comprehension of the material and to reinforce classroom instruction.  All self-tests are open book and fill-in-the-blank or multiple-choice questions.  We will review the tests at the start of class the following day.

Chapter 1 Self-Test

Introduction

1.  The purpose of IG investigations is to establish sufficient facts to enable ________________________ to determine whether allegations are substantiated and decide what actions, if any, should be taken.

2.  NAVINSGEN authority to conduct investigations is found in statutes and SECNAV regulations.  Your authority to investigate is set forth in  __________________________________________.

3.  Name the four standards for conducting an IG investigation.

_____________________

___________________

_____________________

___________________

4.  To  conduct an investigation properly, you must be independent and  ______________________.

Chapter 2 Self-Test

Preliminary Inquiry

1.  The purpose of the preliminary inquiry is to determine _________________________.

2.  The first step of the preliminary inquiry is identifying the issues. What action would not be taken during this step?

a.  Obtain the facts from complainant (who, what, where, 



when, why, how)

b.  Categorize the issues

c.  Promise the complainant an investigation

d.  Ask what the complainant wants the IG to do

3.  Use _________________________ to assist you to identify applicable standards.

4.  In framing an allegation, the format used is:  who _________ did or failed to do what  (to whom) in ____________________ of what standard.

5.  In your analysis of the allegation, you should ask if the issue is _________________ for the Inspector General.

6.  When is a full investigation warranted?

a.  The action occurred, but did not violate a standard.

b.  The complainant provided enough information to lead you to believe the wrongdoing may have occurred.

c.  There is an alternate process that should be pursued.

d.  The action occurred, but the subject is no longer a DoN employee.

Chapter 2 Self Test (Continued)

Preliminary Inquiry

7. If a complainant inquires about the status of an investigation, you may tell him/her that the investigation is ongoing, but you should not provide details.  ( T / F )

8. Your responsibility as an investigator is not only to gather and report the facts, but also to recommend specific corrective action.  ( T / F )

9.  If you determine a Navy senior official is the subject of a complaint, report the violation to the NAVINSGEN or DoD IG in writing within ____________workdays of receipt.

10.  If an incident involving a criminal offense comes to your attention or if you suspect an interviewee has committed a criminal offense,  you should ___________________________________________.
Chapter 3 Self-Test

Conducting an Investigation
1.    Name the four standards for conducting an IG investigation.

_____________________

___________________

_____________________

___________________

2.  Evidence is any ________________________which tends to prove or disprove the existence of a fact.

3.  When preparing an Interview Sequence Plan, you generally interview the subject:

a.  Following the complainant and before interviewing witnesses

b.  Following the last witness

c.  In alphabetical order

d.  As the last individual to be interviewed.

4.  Hearsay is a statement which is related to you by __________________________________, as the truth.

5.  As an investigator, it is your responsibility to:

a.  Recommend specific corrective action to ensure accountability.

b.  Report information to the tasking authority in an accurate, thorough and timely manner.

c.  Ensure all corrective action has been taken before forwarding the investigation to the immediate tasking authority

d.  Personally take corrective action.

6.  You should update the Investigative Plan __________________(how often).

7.  You should brief senior management on the details of a case prior to the start of an investigation. (T/F)

Chapter 3 Self-Test (continued)

Conducting an Investigation

8.  “Standard of Proof” means      

____________________________________________________

     ____________________________________________________.
9.  For IG investigations, the “standard of proof” is a 

________________________,  meaning that it is “more likely than 

not” that an event occurred. This is sometimes quantified as a 

______% or greater likelihood. 

10.  When witnesses disagree, or the evidence is conflicting, you should:

a.  Review your Investigative Plan

b  Obtain additional documents

c.  Re-interview witnesses

d.  All of the above

11. Contractors are obligated to answer questions during an IG investigation by virtue of their business relationship with DoN. 

( T / F )

Chapter 4 Self-Test

Legal Implications
1.  In approaching an investigation, one of the things you need to consider as an investigator is how important is it to preserve the option of ________________________________.

2.  SECNAVINST 5520.3 assigns primary responsibility to ______________ for investigation of criminal offenses.  

3.  A suspect  is a person against whom evidence exists to create a reasonable belief that he/she may have engaged in _______________  misconduct.  

4.  Interviewees have the right against self-incrimination.  The two types of warnings that may be given to an interviewee are:

_____________ for military subjects in custodial and non-custodial settings

_____________ for civilian subjects in a custodial setting

5.  A grant of use (testimonial) immunity prohibits the government from taking any action against a military member.  ( T / F )

Chapter 5 Self-Test

Interviewing

1. List three of the five steps to prepare for an interview.

____________________________________________________.

____________________________________________________.

____________________________________________________.

2.  Whenever possible, how many investigators should conduct an interview?  ____         Why?  _____________________________________ ____________________________________________________.

3.  Name three of the five elements of the “Introduction” phase of an interview:

___________________________________________

___________________________________________

___________________________________________

4.  The three types of questions asked during an interview are ______________________,   _______________________, and ____________________.

5.  During an interview, you should begin with ___________ questions and end with ___________ questions.

Chapter 5 Self-Test  (continued)
Interviewing

6.  To be an active listener during an interview, you should:

a.  Be judgmental to ensure the witness understands the importance of the interview.

b.  Interrupt frequently with additional questions.

c.  Paraphrase or summarize important testimony frequently.

d.  Ask your co-investigator who is the next witness on the schedule.

7.  A verbatim or transcribed interview is appropriate when:

a.  The testimony is complex or highly technical.

b.  You anticipate the witness will be uncooperative.

c.  The allegations are serious in nature.

d.  All of the above.

8.  Name 3 negative aspects of a telephone interview.

_____________________________________________________

_____________________________________________________

_____________________________________________________

9.  During the ____________ phase of the interview, the investigator should direct the interviewee not to discuss the investigation with anyone, including their supervisor.
10.   If you doubt the truthfulness of a witness’s answer you could

___________________________________________________

11.  When establishing rapport during an interview, you should:

a.  Put a physical barrier, such as a desk, between you and the interviewee.

b.  Tell the interviewee that, depending on what they say, they may become a subject of the investigation.

c.  Greet the interviewee with a firm, friendly handshake.

d.  Tell the interviewee you are having a bad day.

Chapter 6 Self-Test

Writing the Report

1.  The __________________ is a “stand alone” document that can be read and understood without referral to other material.

2.  Your report should reflect a style and tone that is:

a.  Passive voice

b.  Emotional

c.  Judgmental

d.  Simple and direct

3.  Name the elements of the Administrative Section of the Investigative Report:

________________________________________

________________________________________

4.  In which section do you summarize the complaint in your own words? (Section # and title of paragraph)

______________________

5.  In which section do you provide information that would help the reader understand what led to tasking? (Section # and title of paragraph, i.e., Summary of the Complaint)

_______________________

6.  In which section do you express your opinion?

______________________________________

7.  Each allegation should state one subject and one wrongdoing to avoid a partially substantiated allegation.  If you determine one of your allegations is partially substantiated, you should: 


______________________________________________________


______________________________________________________.

8.  If you are unable to reconcile conflicting facts, eliminate them from your report.  ( T / F )

9.  The Investigative Report always includes enclosures or attachments.  ( T / F )

10.  What is one method of explaining conflicts in your discussion of the facts?

        _______________________________________

11.  State the evidence derived from testimony and documents and the ________________ in the Facts subsection of the Investigative Report.  Apply the standards to the evidence in the ______________. subsection.

12.  You may make ____________ recommendations to your immediate tasking authority in your report regarding correction of systemic problems.  You may not make ____________ recommendations regarding adverse administrative or disciplinary action.

Chapter 7 Self-Test

Maintaining the Case File

Privacy Act and FOIA

1.  Name four documents you will create or obtain during the course of your investigation.

____________________________   ________________________________

__________________________    ________________________________

2.  Name two suggested methods of good file management.

_________________________________________________________

__________________________________________________________

3.  Which of the following documents would you consider discarding once you have completed your investigation?

a.  Tasking letters

b.  Sworn and Unsworn statements

c.  Correspondence to complainants/witnesses

d.  Relevant command instructions

4.  Under what circumstances does a subject have a right to receive a copy of most, if not all of the investigative file?

___________________________________________________________

___________________________________________________________

Chapter 7 Self-Test (continued)

Maintaining the Case File

Privacy Act and FOIA

5.  Which Federal statute allows individuals access to information pertaining to themselves if the requested information is maintained in a “System of Records”?

      ___________________________________________________

6.   Which Federal statute ensures everyone has access to Government records      whether or not the information is about them?

7.  You may release the investigative file prior to completing the investigation.

T/F

8.  NAVINSGEN is the release authority for both DoD and NAVIG investigation files.

  T/F


Exercise 1:

Drafting the Allegation

Allegation Exercise


The following pages contain sample hotline complaints.  This exercise is designed to provide you with the opportunity to draft allegations using the proper format.  The table on the following page lists the categories of allegations used by NAVINSGEN.  This table, along with the Investigation Reference List in Appendix A, will assist you in determining the applicable rule or standard that was violated. 
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Allegation Categories

	Abuse of Title/Position
	Misuse of Government Equipment/Manpower/Resources

	Adultery
	Other

	Antideficiency Act
	Pay/Payroll Allowances & Entitlements

	Appearance of Impropriety
	Procurement Issues

	Conflicts of Interest
	Prohibited Personnel Practices/Nepotism

	Criminal Issues
	Quality of Life/Morale & Personal Affairs

	Dependent/Domestic Affairs & Support
	Recruiting/Retirement/Discharges

	EEO – Race/Sex/Religion
	Reprisal

	Ethics
	Safety/Environmental

	False Official Statements/Claims
	Security/Intelligence

	Financial Obligations
	Sexual Harassment

	Fraternization
	Time and Attendance

	Management/Organization Oversight
	Travel Abuses

	Medical/Dental Issues
	UCMJ/Navy Regulation Violations


Complaint #1

6 Nov 02

OFFICE OF THE NAVAL INSPECTOR GENERAL

ATTENTION: HOTLINE

901 “M” STREET, SOUTHEAST

WASHINGTON D.C. 20374-5006

I HAVE INFORMATION TO GIVE TO YOU CONCERNING A MILITARY MEMBER WHO FORGED THEIR ENLISTED SERVICE RECORD AT THEIR LAST COMMAND TO REFLECT THAT THEY ARE ESWS (ENLISTED SURFACE WARFARE) QUALIFIED.

THE MILITARY MEMBER I AM REFERRING TO IS LN2 SHAUNA M. JACKSON, SSN# 555-55-5555, STATIONED AT NAVAL ALCOHOL REHABILITATION CENTER, NAVAL AIR STATION, JACKSONVILLE, FL.

THIS INFORMATION WAS REPORTED TO HER CHAIN OF COMMAND OVER A YEAR AGO (BY A MILITARY MEMBER WHO HAS SINCE LEFT THE MILITARY).  HER CHAIN OF COMMAND, LNC ELLEN CARROLL WAS AWARE OF THE SITUATION, AND DID NOTHING ABOUT IT (WHAT DOES THIS TEACH OUR JUNIOR SAILORS?) THIS CHIEF SHOULD BE HELD ACCOUNTABLE AS WELL FOR NOT DOING HER JOB NOT ONLY AS A LEADER, BUT AS A SENIOR LEGALMAN AS WELL.

FOR THIS REASON, I HAVE NO CONFIDENCE IN THE CHAIN OF COMMAND TO BRING THIS PERSON TO JUSTICE (ONE GETS EXTRA POINTS TOWARDS THE SEMI-ANNUAL RATING EXAMS FOR BEING ESWS QUALIFIED; THIS IS NOT FAIR TO THE REST OF US WHO DONT TRY TO “CHEAT” OUR WAY UP THE RANK LADDER.)

I DO NOT WISH TO DISCLOSE MY NAME DUE TO SEVERE REPERCUSSIONS FROM THE CHAIN OF COMMAND.
Complaint #1

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.

_________________  improperly did ____________________

In violation of _______________________.

Complaint #2
Fraud, Waste and Abuse Complaint: I have something you REALLY need to look into.  There's two guys where I work at Naval Station Podunk in the Supply Department that are breaking the law.  Allen Snake and Joe Barry have purchased over $20,000 worth of "laser points" for some kind of bogus "demonstration technology" show and tell.  What a hoax!  They purchased these from about December 2001 to August 2002 with multiple purchases on their government credit cards.   Al is the ringleader. He goes around and gives these things away like candy.  He told me that I couldn't have one because they cost so much, about $250 apiece.  I know for a fact there were about 45 laser pointers ordered via multiple requests since each credit card purchase cannot exceed $2,500.  Also, the gal that runs the credit card account just approves these and goes on without doing anything.  Her name is Ida Adams.  She lets them get away with it.

I told my Supervisor about this, but he just blew me off.

John Adams

NOTICE: The identity of the source was not deleted from the document in order to facilitate resolution of the matter. However, discretion must be exercised in the use or release of the source’s identity to minimize the possibility of retaliatory action against the individual in keeping with DoD Directive 7050. 1, Defense Hotline, and Public Law 95-452, as amended by Public Law 97-252.

Complaint #2

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.

_________________  improperly did ____________________

In violation of _______________________.

Complaint  #3

DEPARTMENT OF DEFENSE HOTLINE

ACTION CASE REFERRAL

RECORD OF CALL

ALLEGATION:
Excessive Wasteful Spending

On September 13, 2002, an anonymous source contacted the Defense Hotline concerning excessive wasteful spending at Naval Air Station, Alameda.

The caller related that around two years ago a brick and cedar construction fence line was constructed on Poplar Drive in the vicinity of three separate housing areas, running about one half mile in total length. The caller described the fence as having a brick base and posts with cedar panels between the posts resting on the brick base. The caller alleged that the Navy is replacing the cedar panels with plastic (PVC) panels for no apparent reason. The caller felt this expenditure of funds was wasteful and excessive.

NOTICE:
The source chose to remain anonymous. However, the information contained herein may tend to identify the source and is not to be released in whole or in part to those involved in the complaint or to any unauthorized personnel. If partial release of the information is required to assist in the investigation, every effort will be made to protect the source’s identity in keeping with DoD Directive 7050.1, Subject:  Defense Hotline, and Public Law 95-452, as amended by Public Law 97-252.

Complaint #3

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.
_________________  improperly did ____________________

In violation of _______________________.

Complaint #4

To Whom It May Concern:

I am currently serving a 10-year sentence in a Federal Correctional Facility in Florida.

I want to file a complaint against NCIS for false arrest and kidnapping.  They were illegally involved in the investigation of child pornography charges against me.  

I was honorably discharged from active service on March 24, 2001, and arrested by NCIS in June 2002 on porn charges.  It's clear to me that NCIS doesn't have the authority to arrest me since I was a civilian at the time and not in the Navy.  That much is pretty clear.  But since they did, that constitutes false arrest, false imprisonment and kidnapping.  They had no jurisdiction over me when they arrested me.  

I request you investigate this charge, which will free me from being wrongfully arrested and sent to prison.

Thank you, Reely Leery

Complaint #4

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.

_________________  improperly did ____________________

In violation of _______________________.

Complaint # 5

DEPARTMENT OF DEFENSE

ACTION CASE REFERRAL

RECORD OF CALL
REFERRED FOR ACTION TO: NAVY IG 

HOTLINE CASE NUMBER: 41190

Tracking and response to the Defense Hotline is required in accordance with DoD Directive 7050.1, January 4, 1999, Subject: Defense Hotline 

ALLEGATION:  Excessive Temporary Duty Travel; Wasteful Spending

On June 19, 2002, an anonymous source contacted the Defense Hotline concerning possible wasteful spending and abuse in connection with temporary duty travel. The caller related the following:

Mr. Mark Shirley, GS-14, and Mr. Cliff Fowler, GS-14, both assigned to fleet Aviation Specialized Operational Training Group, Norfolk, VA were teamed with LCDR George Evans and Mr. Earl Hunter, both assigned to Submarine Force, CINC, Atlantic Fleet, Norfolk, VA to perform an inspection and assist visit on the USS SIMON LAKE.  Following that, the aforementioned travelers would travel to the Hamburg Inn, Hamburg, Germany from June 26 to June 28, 2002 to discuss the inspection and prepare the report.

Initially, Mr. Shirley and Mr. Fowler were not authorized travel to Hamburg, GE; whereas LCDR Evans and Mr. Hunter were. Later, Mr. Shirley and Mr. Fowler changed their trip itinerary to include travel to Hamburg using lack of flights availability from Olbia Airport, Italy to Norfolk, VA, and maintaining team integrity as justification.

The caller felt travel to Hamburg was unnecessary; that the four individuals could discuss the inspection and prepare the report in Norfolk, VA, where all four are assigned, without incurring the costs associated with per diem, lodging, and travel.

Complaint #5

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.

_________________  improperly did ____________________

In violation of _______________________.

Complaint #6

DEPARTMENT OF DEFENSE

ACTION CASE REFERRAL

RECORD OF CALL
REFERRED FOR ACTION TO: NAVY IG 

HOTLINE CASE NUMBER: 43345

Tracking and response to the Defense Hotline is required in accordance with DoD Directive 7050.1, January 4, 1999, Subject: Defense Hotline
ALLEGATION:  Drinking While Driving a Government Vehicle

In October 22, 2002, an anonymous source reported to the Defense Hotline that the Assistant MWR Director Anne Brown, Naval Air Station, Alameda was observed drinking beer and driving a Government van. The caller stated the incident occurred during a command sponsored “Haunted Hayride” on October 16, 2002. The caller stated that Anne was observed by several people to drink beer at a refreshment tent and then drive around the site with passengers. After returning to her start point, Anne would drink another beer and take another load of passengers around the site. The caller stated the passengers included event volunteers, MWR employees, and children. The caller could not provide any other pertinent information.

NOTICE: The source chose to remain anonymous. However, the information contained herein may tend to identify the source and is not to be released in whole or in part to those involved in the complaint or to any unauthorized personnel. If partial release of the information is required to assist in the investigation, every effort will be made to protect the source’s identity in keeping with DoD Directive 7050.1, subject: Defense Hotline, and Public Law 95-452, as amended by Public Law 97-252.

Complaint #6

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.

_________________  improperly did ____________________

In violation of _______________________.
Complaint #7
DEPARTMENT OF DEFENSE HOTLINE

ACTION CASE REFERRAL

RECORD OF CALL

REFERRED FOR ACTION TO: NAVY IG 

DOD HOTLINE CASE NUMBER: 55522

Tracking and response to the Defense Hotline is required in accordance with DoD Directive 7050.1, January 4, 1999, Subject: Defense Hotline
ALLEGATION:  GOLF TOURNAMENT ATTENDED DURING TDY

     On July 21, 2002, an anonymous caller contacted the Defense Hotline concerning an Air Engineering Command employee who used TDY to attend a golf tournament.

    The caller related that Ms. Rene Simpson, an employee in the Planning Department, Air Engineering Station, Lakehurst, NJ went on TDY to San Diego, CA from March 25 to 27, 2002. The stated purpose of the TDY was to discuss logistics with Ms. B. Parada. However, Ms Simpson never attended any meetings. She attended a golf tournament in San Diego. Ms. Simpson bragged to colleagues who were on the same airline flight that she attended the tournament. She did not take any leave to attend the tournament. Her supervisor is Mr. H. Frank, (709) 668-1561.  The caller could furnish no additional information.

NOTICE:  The source chose to remain anonymous. However, the information contained herein may tend to identify the source and is not to be released in whole or in part to those involved in the complaint or to any unauthorized personnel. If partial release of the information is required to assist in the investigation, every effort will be made to protect the source’s identity in keeping with DoD Directive 7050. 1, Subject: Defense Hotline, and Public Law 95-452, as amended by Public Law 97-252.

Complaint #7

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.

_________________  improperly did ____________________

In violation of _______________________.
Complaint # 8

NAVINSGEN – RECORD OF HOTLINE CALL

DATE: 25 Mar 02
NAVIG CASE NUMBER : 20020128
INVESTIGATOR: STEVE MORGAN
CALLER IDENTITY:      ANONYMOUS         CONFIDENTIAL

NAME : ___________________________________________________________

ADDRESS: ________________________________________________________

PHONE NUMBER (H) ______________________(W)______________________

SUMMARY:

CALLER CALLED AND LEFT MESSAGE ON VOICE MAIL THAT THE NAVY IS WASTING GOVERNMENT RESOURCES IN THAT A TITANIUM TOW CABLE WAS CUT FROM THE USS PENNSYLVANIA AND THROWN IN THE TRASH. CALLER STATED THAT THIS WAS APPROXIMATELY 500 POUNDS OF TITANIUM AND SHOULD HAVE BEEN RECYCLED.

CALLER DID NOT LEAVE THEIR IDENTITY OR ANY OTHER INFORMATION.

Complaint #8

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.

_________________  improperly did ____________________

In violation of _______________________.
Complaint #9

DEPARTMENT OF DEFENSE

ACTION CASE REFERRAL

DEC 10, 2002 

REFERRED FOR ACTION TO:  NAVY INSPECTOR GENERAL 

HOTLINE CASE NUMBER:     81308

Tracking and response to the Defense Hotline is required in accordance with DoD Directive 7050.1, January 4, 1999,  Subject: Defense Hotline. 

Allegation: On 10 December 2002, an anonymous source reported to the Defense Hotline that an officer at Naval Aviation Depot, Jacksonville, abused her position by directing a subordinate to perform personal tasks. 

The caller stated that Commander Linda Big Deal, who is the Administrative Assistant for the Commanding Officer, directed one of her subordinates, Yeoman Robert Thornbird, in June or July 2002, to clean and detail her car.  She paid him $80 for the job.  The caller noted this was not the first time Ms. Big Deal had done this.  
Complaint #9

What standards may be involved?

Is this a matter for the IG?

If so, frame the allegation.

_________________  improperly did ____________________

In violation of _______________________.
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Exercise 2:

Judging the Investigation

Exercise 2 – Judging the investigation exercise

This exercise is designed to assist you in critiquing investigations and Investigative Reports.  You will use both the complaint and the Investigative Reports to evaluate whether the investigation met the four standards for conducting an investigation.  You should also be able to recognize formatting deficiencies in the report.   

Use the checklist on the following pages to analyze the available information.  When you finish answering the questions, give the Investigative Report a rating from 1 to 10; 1 being the worst and 10 being the best.  
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	Case Number:  Hotline # 
	
	Enclosure:

	Action
	Close


	
	Completion Report
	

	
	Remain Open
	
	
	

	
	Retask
	
	Progress Report
	

	
	Place in Action Track
	
	Other
	

	Substantiated Allegations:  

	Recommendation:


	IG Investigations Checklist

	Timeliness

	Yes
	No
	

	
	
	1.  IO submitted Completion Report (CR) to tasking authority w/in due dates (90 days).  If not, why?



	
	
	2.  2.  IO used progress reports to request due date extensions.  



	
	
	

	Independence of Investigating Officer(s) (IO)

	Yes
	No
	

	
	
	3.  IO included his/her name, rank/grade, position, organization,  & telephone # and any other identifying information to assist the tasking authority to ascertain independence.



	
	
	4.  IO was independent, i.e., free from bias, command influence or subordinate to subject.



	
	
	

	Completeness of the Investigation and Completion Report (CR)

	Yes
	No
	

	
	
	5.  IO addressed all tasked and emerging allegations?

	
	
	6.  IO interviewed the complainant (mandatory)?  If not, why?



	
	
	7.  IO interviewed the Subject? Key witnesses?  If not, why?



	
	
	8.  IO collected all relevant evidence to include documents (full cites for standards, dates), and interviews (position/rank/grade and method of interview). 



	
	
	9.  IO obtained legal review (mandatory for significant cases).



	
	
	10.  IO followed report format and included all mandatory sections.



	
	
	11.  IO worded allegations in the proper format citing to applicable standards.



	
	
	12.  IO clearly stated standards in the Facts.



	
	
	13.  IO supported conclusions with testimony/documents.



	
	
	14.  IO reconciled conflicting evidence.  



	
	
	15.  IO included mitigating circumstances in the Analysis/Discussion/Conclusion.



	
	
	16.  Does the CR stand alone, i.e., included and discussed all relevant information with no reference to enclosures.



	
	
	17.  Is the CR balanced and fair to all parties?



	Accountability

	
	
	18.  IO correctly documented disposition, i.e., substantiated allegation(s), no further action necessary or report action taken; unsubstantiated allegation(s), state forwarded to higher authority for appropriate administrative and/or corrective action.


	Reviewed by:
	Date:
	Concur?

Yes
	No
	Comments:

	Reviewing 

Official
	
	
	
	

	Reviewing 

Official
	
	
	
	

	IO
	
	
	
	


SAMPLE CASE #1

Complaint
May 1, 2003

To Whom It May Concern:

I called the DOD hotline earlier today and spoke with one of your investigators.  He told me to write a letter.  I want to report travel fraud abuse at my command, COMNAVAIRSYSCOM.  

In March, Marie Powell, Paula Collins and Sylvia Chase, all employees at PMA 277, were sent to a conference in San Diego.  The trip looked like a boondoggle to others and me.  I don’t know why they had to go, but they left on 1 March and came back on Thursday.  I strongly doubt that they did much while they were away.  I have it on good authority that Sylvia Chase didn’t even attend the afternoon session of the Wednesday conference and did not go at all on Thursday.  Sylvia also returned to Reagan-National Airport instead of Dulles, which costs a lot more.  She claimed the extra amount on her travel claim instead of paying for it herself.

Someone needs to do something about this.
A concerned taxpayer.

SAMPLE CASE #1

DOD/NAVY HOTLINE COMPLETION REPORT

22 September 2003

1.  Investigator(s) and Identifying Information and Location of Working Papers

a. Investigator(s) and Identifying Information. 


(1) Ms. Jean Cook, GS-13, Investigator, Office of the Inspector General, Commander, Naval Air Systems Command (COMNAVAIRSYSCOM), Tel: (301) 758-9018 or DSN 288-9018, e-mail: jcook@navair.navy.mil.


(2) Mr. John Hays, GS-12, Investigator, Office of the Inspector General, COMNAVAIRSYSCOM, Tel: (301) 758-8912 or DSN 288-8912, e-mail: jhays@navair.navy.mil.

b.  Location of working papers.  Commander, Naval Air Systems Command, Office of the Inspector General, Attn: AIR-00G, 22145 Arnold Circle, Unit #7, Bldg 404, Suite 100, Patuxent River, MD 20670-1541

2.  Background and Summary

a.  Hotline Control #s, Dates of Receipt, and Tasking Dates


(1) DoD Hotline # 72033 – DoD received the complaint on 10 May 2003 and tasked NAVINSGEN on 30 May 2003 


(2) NAVINSGEN # 20030435 – NAVINSGEN received DoD complaint # 72033 on 4 June 2003 and tasked COMNAVAIRSYSCOM on 8 June 2003

(3) NAVAIRSYSCOM Case # H02-034 – NAVAIRSYSCOM received the NAVINSGEN tasking letter and complaint on 12 June 2003 and tasked to the IO on 20 June 2003


b.  Summary of Complaint.  The complainant alleged three COMNAVAIRSYSCOM employees, Ms. Sylvia Chase, Ms. Paula Collins and Ms. Marie Powell, were on temporary duty (TDY) from 1-5 March 2003 while attending a conference in San Diego, California.  The complainant alleged that Ms. Chase did not attend the afternoon conference session on 3 March 2003 and did not return to the conference on 4 March 2003.  The caller also alleged that Ms. Chase returned to Reagan-National Airport, Washington, D.C., vice Dulles Airport, as scheduled, and did not pay the additional costs for the flight change.

OFFICIAL USE ONLY – PRIVACY SENSITIVE

Any misuse or unauthorized disclosure may result in both civil and criminal penalties 


c.  Additional Information (Optional).  The COMNAVAIRSYSCOM database did not reveal any previous substantiated allegations against Ms. Chase.


d.  Summary of the outcome of investigation.  Our review of the complaint determined two of the allegations warranted investigation.  We substantiated one allegation against Ms. Sylvia Chase.  Based on the evidence, we concluded Ms. Chase did not attend the afternoon session of the C4I Conference on 3 March and did not attend the conference on 4 March.  We are forwarding the investigation recommending the chain of command take appropriate action to hold Ms. Chase accountable for misusing her official time in violation of Joint Ethics Regulation (JER) § 2635.705 while at the conference.


e.  List of allegations (Optional). 

(1) That Ms. Sylvia Chase improperly abused her official time by not attending a working group she was required to attend on the afternoon of 3 March 2003, and an all day working group on 4 March 2003, in violation of DoD Instruction 5500.7-R, Joint Ethics Regulation (JER), Chapter 2 § 2635.705, Use of Official Time.

(2) That Ms. Sylvia Chase returned from San Diego to Reagan-National Airport vice Dulles Airport and incurred an additional cost for the flight change and fare increase at government expense, for which she improperly claimed reimbursement on her travel voucher dated 7 March 2003, in violation of the Joint Travel Regulations (JTR), Chapter 2, § C2001A, Transportation Modes, Accommodations, Transportation Requests, Baggage and Mileage Rates.  
3.  First allegation.  That Ms. Sylvia Chase improperly abused her official time by not attending a working group she was required to attend on the afternoon of 3 March 2003, and an all day working group on 4 March 2003, in violation of DoD Instruction 5500.7-R, Joint Ethics Regulation (JER), Chapter 2 § 2635.705, Use of Official Time.  Substantiated.


a.  Facts.  


(1) Mr. Taylor Rutkowski, Ms. Chase’s supervisor, authorized Temporary Duty orders for her to travel on 1 March 2003 and attend the Space and Naval Warfare Systems Command (SPAWAR), Command Communication, Control, Capture and Intelligence (C4I) conference in San Diego, California, held from 2-4 March, and to return to her residence on 5 March 2003.


(2) The Conference Schedule of Events and Presentations listed Ms. Chase as a panel participant for the C4I Network Users’ Working Group at 1300 on 3 March 2003.  She was also scheduled to be a member of the Network Users’ Working Group all day on 4 March 2003.
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(3) Mr. Randall Lopez, the Conference Chairperson and Panel Moderator for the C4I Network Users Working Group, stated Ms. Chase was scheduled to be a panelist on his working group on 3 March 2003 beginning at 1300.  He stated she was not 

seated on the panel during the entire afternoon session, as scheduled.  Mr. Lopez stated Ms. Chase called him Wednesday evening to let him know she was ill and apologized for not attending the working group.  Mr. Lopez stated Ms. Chase also told him she would not be attending the Thursday working group due to illness.


(4) Ms. Collins stated that around 1200 on Wednesday, 3 March 2003, Ms. Sylvia Chase drove her to Rio Grande, a nearby restaurant, for lunch where they met Ms. Chase’s friend, Mr. Roy Martin.  She recalled that she, Ms. Chase, and Mr. Martin ordered margaritas and that Ms. Chase and Mr. Martin ordered a second round of margaritas.  She stated that she saw Mr. Toti Papas and Ms. Armandina Sanchez, at the restaurant and asked if she could ride back with them so she could make some phone calls before the afternoon session began.  She stated Ms. Chase did not sit on the working group panel on the afternoon of 3 March.  She stated she became concerned about her so she called her Wednesday evening, but she did not answer the telephone.  Ms. Collins stated she and Ms. Chase were in the same working group on 4 March, but she did not see her there either.


(5) Ms. Joyce Cranston, a conference participant, stated she sat next to the door during the C4I Network Users Working Group on the afternoon of 3 March 2003.  She was quite certain that Ms. Chase was not seated on the panel.  She stated she did not see her enter the room at any time during the afternoon session on 3 March.  Ms. Cranston also stated Ms. Chase did not attend the working group on Thursday, 4 March.


(6) Mr. Toti Papas, a conference attendee, stated he attended the Wednesday, 

3 March and the 4 March, Network Users’ Working Group and that Ms. Chase was not present at either.


(7) Ms. Powell stated she was not a member of the Network Users’ Group so she did not know whether or not Ms. Chase attended either the 3 March or the 4 March sessions.  Ms. Powell recollected Ms. Collins asked her on Wednesday evening at dinner whether or not she had seen Ms. Chase and that she seemed concerned about her.


(8) Ms. Armandina Sanchez stated she went to lunch with Mr. Toti Papas at the Rio Grande on 3 March 2003 around noon.  She stated she noticed Ms. Chase having lunch with a man and Ms. Collins and that Ms. Chase was talking loudly.  Ms. Sanchez stated she saw the waitress bring margaritas to Ms. Chase’s table.  Ms. Sanchez recalled Ms. Collins asking for a ride to the conference.  She stated Ms. Collins rode back with them.  Ms. Sanchez remembers that Ms. Chase was still seated at her table when she, Mr. Papas, and Ms. Collins left the restaurant.  Ms. Sanchez stated she was 
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in a different working group located in a different area of the Center on 3 March and 4 March and that she did not see Ms. Chase on either day at the Conference.  


(9) Ms. Chase, stated she had lunch on 3 March 2003 with Ms. Collins and with Mr. Martin, a friend, who lived in the local area.  She stated she became extremely ill after lunch and Mr. Martin took her to the emergency room.  Ms. Chase stated she had gotten food poisoning from something she ate at the Rio Grande.  She stated she was so sick that she could not attend the afternoon session on 3 March.  She stated she called Mr. Lopez to explain why she did not come on Wednesday and told him she would not be at the session on Thursday.  She stated she forgot to call her supervisor in Washington DC to let him know that she was sick and unable to attend either working group.  She stated that she forgot to submit a “Request for Leave” for the sick leave she took while she was in San Diego at the conference.


(10) Mr. Taylor Rutkowski, Ms. Chase’s supervisor, stated that he directed her to be a panelist for the C4I Network User’s Working Group during the afternoon session on 3 March 2003 at 1300.  Mr. Rutkowski stated Ms. Chase did not inform him when she returned from the conference that she did not sit on the panel, attend the Network Users’ Working Group on 3 March, or attend the working group on 4 March 2003.  Mr. Rutkowski did not recall Ms. Chase submitting a leave slip for her absence on those days.


(11) The COMNAVAIRSYSCOM time and attendance records do not show that Ms. Chase submitted a “Request for Leave” for 3 March or 4 March 2003. 


(12) Mr. Roy Martin, a civilian (non-government) friend, had lunch with Ms. Chase and Ms. Collins on 3 March 2003.  He declined to be interviewed.


(13) JER § 2635.705 states that an employee shall use official time in an honest effort to perform official duties.  


b.  Analysis/Discussion/Conclusion.


(1) Ms. Chase was on official government orders to attend the C4I Conference from 1 to 5 March 2003 and her supervisor had directed her to participate in the working groups on 3 and 4 March.  


(2) Mr. Lopez, Ms. Collins, Mr. Papas, and Ms. Cranston testified Ms. Chase was not seated on the panel during the Network Users’ working group on the afternoon of 3 March.


(3) Mr. Lopez, Ms. Collins, Mr. Papas and Ms. Cranston testified Ms. Chase did not attend the Network Users’ Working Group on 4 March.
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(4) According to Ms. Chase, she got sick during lunch at the Rio Grande restaurant on Wednesday, 3 March, and was unable to return to the conference on 

Wednesday afternoon and Thursday.  Although she called Mr. Lopez, the Conference

Chairperson, to let him know why she was not at the working group and to tell him she would not attend the Thursday session, she did not tell her supervisor, Mr. Rutkowski, or submit a leave request for those days.  


(5) Ms. Chase did not use her official time in accordance with JER § 2635.705.  She did not sit on the panel at the Network Users’ Working Group on the afternoon of 3 March, as scheduled, she did not attend the working group on Thursday, 4 March, and she did not submit a leave request to account for her failure to perform official duties during official time.  Based on this evidence, we substantiated the allegation.


c.  Recommendations.  Take appropriate administrative action to hold Ms. Chase accountable.


d.  Disposition.  Forwarded to higher authority for appropriate administrative and/or corrective action.

4.  Second allegation.  That Ms. Sylvia Chase returned from San Diego to Dulles Airport vice Reagan-National Airport and incurred an additional cost for the flight change and fare increase at government expense, for which she improperly claimed reimbursement on her travel voucher dated 7 March 2003, in violation of 2 JTR, Joint Travel Regulations.  Unsubstantiated.


a.  Facts.  


(1) The San Diego to Dulles Airport flight is a direct, five and one-half hour, government-contract flight.  The San Diego to Reagan-National Airport flight is a seven-hour, non-government-contract flight with an en route stop in Chicago.


(2) Ms. Chase stated she changed her reservation for the return flight from Dulles Airport to Reagan-National because it was closer to her home in Alexandria, Virginia.  She stated she preferred to use Reagan-National because she would not have to have someone pick her up at the Dulles Airport or take a long taxi ride to her home, which would take about 45 minutes.  She stated she was willing to pay the extra amount for the convenience of returning to Reagan-National Airport.  She stated she called the SATO Help Desk to change her flight.  Ms Chase stated she paid the $50.00 penalty fee to change the reservation and the $65.00 fare increase with her personal credit card.  She stated did not include a request for reimbursement on her travel claim since she paid the penalty fee and fare increase.


(3) 2 JTR § C2001A under subsection, Selecting Method of Transportation to be Used, states, in part:  "Except as noted herein, the use of discount fares offered by
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contract air carriers between certain cities (city-pairs) is advantageous to the  Government and is mandatory for authorized air travel between those city-pairs.  If a contract city-pair fare is not available, the least expensive unrestricted fare ... should be used."


(4) 2 JTR § C2001A under subsection, Traveler's Cost Liability When Selected Method not Used, states, in part:  "The employee shall use the method of transportation administratively authorized/approved by the DoD component concerned as most advantageous to the Government.  Any additional cost resulting from the use of a method of transportation other than specifically authorized/approved, or required by regulation, e.g., contract air service, is the employee's responsibility."


(5) Ms. Lisa Ponds, SATO representative, stated that in accordance with 2 JTR, they are required to book employees on government TDY using government contract flights, if available, via the closest servicing airports.  Based on this regulation, SATO was required to route Ms. Chase from San Diego to Dulles Airport.  Ms. Ponds stated that an employee could elect to use another flight if they paid the additional increased fare, did not charge the government, or if the command authorized other travel arrangements on the orders.


(6) Mr. Taylor Rutkowski, Ms. Chase’s supervisor stated he authorized Ms. Chase to vary her travel arrangements on the orders dated 23 February 2003.  He further stated he had discussed this with Ms. Chase and that she had told him she “took care of” the additional fees.  


(7) Review of Ms. Chase’s travel claim confirmed that she did not request reimbursement for the additional fees she incurred as a result of the flight change.  

b.  Analysis/Discussion/Conclusion.


(1) Ms. Chase changed her return flight from the government contract flight to the non-contract flight because it was closer to her home; knowing her supervisor gave her the authority to change the orders and she was responsible for any additional fees.  In accordance with 2 JTR § C2001A, she was authorized to make the change if she paid the additional penalty fee and fare increase.


(2) Mr. Rutkowski, Ms. Chase’s supervisor, authorized her to vary her travel arrangements on the travel orders.  Ms. Chase paid the penalty fee and fare increase for her travel from San Diego to Reagan-National Airport using her personal credit card and did not claim the additional expenses on her 7 March 2003 travel voucher.  Based on this evidence, the allegation is unsubstantiated.
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c. Recommendations.  None.

d.  Disposition.  None.

5.  Interviews and Documents

a.  Interviews conducted.  (All interviews conducted in person unless otherwise noted.)


(1) Ms. Sylvia Chase (subject), COMNAVAIRSYSCOM Deputy Program Manager, PMA 277, GS-14


(2) Ms. Paula Collins (witness), COMNAVAIRSYSCOM Level II Team Leader, PMA 277, GS-13


(3) Ms. Marie Powell (witness) COMNAVAIRSYSCOM Program Analyst, PMA 277, GS-11


(4) Mr. Taylor Rutkowski (witness), COMNAVAIRSYSCOM Program Manager, PMA 277


(5) Mr. Randall Lopez (witness), Conference Chairperson and Panel Moderator (Telephone Interview)


(6) Ms. Armandina Sanchez (witness), Conference Attendee


(7) Mr. Toti Papas (witness), Conference Attendee


(8) Ms. Joyce Cranston (witness), Conference Attendee (Telephone Interview)


(9) ) Ms. Lisa Ponds, Scheduled Airlines Travel Office (SATO)

b.  Documents reviewed.


(1) Joint Travel Regulations, Volume 2 (2 JTR) §§ C2001A


(2) Joint Ethics Regulation (JER), Chapter 2 § 2635.705

(3) Ms. Sylvia Chase’s travel order (#67895) dated 23 February 2003 and related travel voucher dated 7 March 2003, receipts/attachments and Defense Finance and Accounting System (DFAS) Travel Voucher Summary
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(4) COMNAVAIRSYSCOM March 2003 time and attendance 


(5) List of Conference attendees


(6) Conference Schedule of Events and Presentations


(7) Privacy Act statements

OFFICIAL USE ONLY – PRIVACY SENSITIVE

Any misuse or unauthorized disclosure may result in both civil and criminal penalties
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SAMPLE CASE #2

COMPLAINT
DEPARTMENT OF DEFENSE HOTLINE #81308

ACTION CASE REFERRAL December 13, 2002

RECORD OF CALL

ALLEGATION:  Abuse of Authority

On December 10, 2002, an anonymous source contacted the Defense Hotline concerning abuse of authority at Naval Aviation Depot, Jacksonville, FL.

The caller stated that Commander Linda "Big" Deal had been abusing her authority by getting her subordinates to do personal tasks for her in 2001 and 2002. CDR Deal is the Administrative Officer and Assistant for the Commanding Officer.  Sometimes it took the entire lunch hour and her workers didn't get to eat. The caller commented that she was nicknamed "Big" because she thinks she's so hot and can get away with anything.  If you want to verify what she's been doing, then you can contact YN2 Bob Thornbird who works for her and he'll give you the full story.

NOTICE:  The source chose to remain anonymous. However, the information contained herein may tend to identify the source and is not to be released in whole or in part to those involved in the complaint or to any unauthorized personnel. If partial release of the information is required to assist in the investigation, every effort will be made to protect the sources identity in keeping with DoD Directive 7050.1, Subject: Defense Hotline, and Public Law g5-452, as amended by Public Law 97-252. 

Sample CMIS Summary for Case 20020811

as of 30-Dec-02

Receipt Method:
Phone Call
NAVIG Action Overall, Vern

Investigation Type
DOD Hotline
Investigation Status Open

Investigation Action 
Tasker
Open Status


Investigation Rcvd 
17 Dec 02
Dollar Amount 
$0.00

Investigation Opened 
17 Dec 02
Remedies 

Investigation Closed

Safety 

Investigation  Summary:

This investigation was prompted by an anonymous call to the DoD hotline (case #81308) on 10 December 2002.  The complainant stated that CDR Linda Deal, the Administrative Officer for the CO, Naval Aviation Depot (NADEP), Jacksonville, Florida, had directed subordinates to do personal tasks for her in 2001 and 2002.  We received the complaint on 17 December 2002.

Investigation  Remarks:

17 Dec 02 - Entered data into CMIS - DoD 81308.  DoD complainant is anonymous. Searched CMIS and Navy locator.  Prepared tasking letter and forwarded to N6B//vo


Investigation Assigned By
Original Due Date      Current Due Date      

DOD Hotline


26 Mar 03                  26 Mar 03

For Official Use Only – Privacy Sensitive

Any misuse or unauthorized disclosure may result in both civil and criminal penalties.
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Sample CMIS Summary for Case 20020811

as of 30-Dec-02

Investigation Assigned To  Orig Due Date    Current Due Date   Date Rpt Rec’d  

COMNAVAIRSYSCOM

26 Mar 03       26 Mar 03

Investigation Cross References 

DOD IG


81308

Complainant:
Anonymous 




UIC
Confidential





Complainant Correspondence Date:

SSN:
Gender










Rating:
Addresses

Complainant Remarks

Witness:
Thornbird, Robert at NADEP JACKSONVILLE
UIC


SSN:
Gender


Male







Rating:




















YN

Work 
Military
Active
Enlisted
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Phone Numbers

Addresses
Subject:
Deal, Linda at NADEP JACKSONVILLE 
UIC


SSN:

Gender

Female







Rating:

Work 
Military


Active

Officer
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Phone Numbers

Addresses
For Official Use Only – Privacy Sensitive
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Sample CMIS Summary for Case 20020811

as of 30-Dec-02

Complainant Remarks

Allegation:
Abuse of Title/Position
Finding


Statement of Allegation: That CDR Linda Deal, Naval Aviation Depot, Jacksonville, FL abused her supervisory position and authority by improperly directing a subordinate to perform personal tasks for her in 2001 and 2002.

Date Occurred:








Root Cause

Disposition:

Rule Violation:
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SAMPLE CASE #2

DOD/NAVY HOTLINE COMPLETION REPORT

18 April 2003

1.  Investigator(s) and Identifying Information and Location of Working Papers


a.  Investigator(s) and Identifying Information.

(1)  Mr. Ed Tracey, GS-14, Investigator for Commander, Naval Air Systems Command (COMNAVAIRSYSCOM), Tel. (301) 757-2109, DSN 757, e-mail: TraceyEJ@navair.navy.mil.


(2)  Mr. Hugh Hoffman, GS-13, COMNAVAIRSYSCOM, Tel. (301) 757-2108, DSN 757, e-mail: HoffmanHJ@navair.navy.mil.

b. Location of working papers.  Commander, Naval Air Systems Command, Office of the Inspector General, Attn: AIR-00G, 22145 Arnold Circle, Unit #7, Bldg 404, Suite 100, Patuxent River, MD 20670-1541

2.  Background and Summary


a.  Hotline Control #s and Origin of Complaint.

(1)  DoD Hotline #81308 – DoD received the complaint on 10 December 2002 and tasked NAVINSGEN on 13 December 2002.


(2)  Navy Hotline #20020811 - NAVINSGEN received the DoD complaint on 17 December 2002 and tasked COMNAVAIRSYSCOM on 23 December 2002.

(3)  COMNAVAIRSYSCOM #2002-346 - Received the NAVINSGEN tasking letter on 24 December 2002 by e-mail and tasked the IO on 26 December 2002.


b.  Summary of Complaint.  This investigation was prompted by an anonymous call to the DoD hotline (case #81308) on 10 December 2002.  The complainant stated Commander (CDR) Linda Deal, Administrative Assistant for the Commanding Officer, Naval Aviation Depot (NADEP), Jacksonville, Florida, improperly directed subordinates to perform personal tasks for her circa 2001 and 2002.  After a review of the complaint and other documents, we have determined the allegation addressed in this report is appropriate for investigation.


c.  Additional Information (Optional).  This investigation was delayed due to the holidays when witnesses were not available.  We started our on-site investigation in late January 2003.

OFFICIAL USE ONLY – PRIVACY SENSITIVE
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d.  Summary of outcome of investigation.  There was only one allegation, which we substantiated.  The day before we submitted our Completion Report, the Commander took action and verbally counseled CDR Deal for violating an employee's use of official time. 


e.  List of allegations (Optional).
3.  First allegation.  That CDR Linda Deal, Naval Aviation Depot, Jacksonville, Florida, improperly directed subordinates circa 2001 and 2001 to perform personal tasks for her in violation of DoD Instruction 5500.7-R, Joint Ethics Regulation (JER), Chapter 2, Use of Official Time, in 2001 and 2002.  Substantiated.


a.  Facts. 


(1)  A supervisor's proper use of a subordinate's official time is discussed in DoD Instruction 5500.7-R, JER, Chapter 2, which states under subsection (b) that:


"...an employee shall not encourage, direct, coerce, or request a subordinate to use official time to perform activities other than those required in the performance of official duties or authorized in accordance with law or regulation."


(2)  A review of the NADEP organizational chart showed CDR Deal is the Administrative Assistant for the Commanding Officer.  The administrative division consists of five yeomen who report to CDR Deal.  First Class Yeoman (YN1) Bubba Johnson supervises the division.


(3)  We first interviewed one of the Yeomen assigned to the division, YN2 Robert Thornbird, who was named as a witness in the DoD complaint.  YN2 Thornbird stated that sometime during the summer of 2002, possibly June or July, CDR Deal came into the administrative office and asked him to make some phone calls to inquire into the cost of cleaning and detailing her car.  He called and found that the cost in that area ranged from $100 to $175.  YN2 Thornbird then asked YN1 Johnson if he could detail CDR Deal’s car after duty hours.  YN1 Johnson approved the request.  YN2 Thornbird stated that he approached CDR Deal and offered to detail the car.  He added that CDR Deal did not direct him to do it.  He stated it was his idea and he approached her voluntarily.  Moreover, he commented that CDR Deal offered to pay him for the work several times, but he declined.  Later, when he finished the car during his off-duty hours, CDR Deal said that he had done such a good job that she insisted on paying him.  Although he did not remember the exact amount she paid him, YN2 Thornbird thought it was around $50.


(4)  When asked if he had done other personal favors for CDR Deal, YN2 Thornbird replied that he had gone to the Navy Point Branch Medical Clinic on occasion to pick up prescription medication for her.  He said that he did this mostly during off-duty 
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hours, but on occasion, it may have been during duty hours.  Sometimes it was in conjunction with other personal errands.  YN2 Thornbird stated that he thought he picked up medicine for CDR Deal three or four times during the past 18 months.  He commented that CDR Deal never specifically directed him to pick up the medicine.


(5)  During our interview with YN1 Johnson, he stated that sometime during the summer of 2002, possibly July or August, CDR Deal came into the administrative office and asked if anyone knew of a company who could detail her car.  He said that YN2 Thornbird responded that he detailed cars in his off-duty time.  YN1 Johnson commented that YN2 Thornbird asked his permission to detail CDR Deal’s car after working hours.  YN1 Johnson agreed.  He said that CDR Deal offered to pay YN2 Thornbird and thought after the work was completed that she paid him about $80.


(6)  We asked YN1 Johnson if he knew of any other occasions where a staff member had performed personal favors for CDR Deal.  He replied that on occasion CDR Deal had come into the office and asked if anyone would be able to do her a favor, if they did not mind, and pick up some prescription medication for her at Navy Point Branch Medical Clinic because she did not have time.  YN1 Johnson said he asked the yeomen if anyone was willing to do it and YN2 Thornbird volunteered.  He added that he told YN2 Thornbird he did not have to pick up the prescription if he did not want to.  YN1 Johnson added that he could not recall any other incidents where the administrative staff conducted personal business for CDR Deal.



(7)  During our interview with CDR Deal, she stated that during the summer of 2002 she wanted to have her vehicle washed, cleaned and waxed.  She stated that she went into the Administration Office looking for the Yellow Pages to find a place.  While there, she asked her yeomen if they knew of a place where she could get her car detailed.  After a brief discussion, she stated that YN2 Thornbird, who she knew did that type of work, said he would detail the car.  CDR Deal stated she would much rather pay YN2 Thornbird to detail the car than take it somewhere else.  When he got off from work, he detailed the car and returned it.  CDR Deal said she paid YN2 Thornbird $80.00 to detail the car.


(8)  With respect to picking up her medication, CDR Deal stated that YN2 Thornbird also went to Navy Point Branch Medical Clinic for her as a favor.  She stated that she never directed YN2 Thornbird to go for her.  She walked into the administrative office and asked YN1 Johnson if anyone was going out for lunch and could someone pick up her prescription.  CDR Deal said she always gave him a couple of dollars, even though it was just down the road.  She emphasized that it is common practice that "we all help each other out up here because of the hours we work."  She added that she rarely left her office for lunch and stressed that she never asked or required anyone to pick up her medication, but merely asked if anyone was available and if they could do it for her.  She thought YN2 Thornbird picked up medicine about five times over a period of fifteen months.
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b.  Analysis/Discussion/Conclusion.


(1)  DoD Instruction 5500.7-R requires that "supervisors not encourage, direct, coerce, or request a subordinate to use official time to perform activities other than those required in the performance of official duties...."  The term "request" in the instruction prohibits supervisors from suggesting or implying that they "need a favor" or some other personal act, deed, errand, etc. performed in their behalf.  The language is fashioned in this manner since an employee could interpret any "request" on behalf of a supervisor as an implied suggestion, order or command.  Thus, supervisors cannot request or suggest that they may require personal assistance.


(2)  Both witnesses' and the subject's answers to our questions regarding this allegation were straightforward and direct.  Their recollection of the events were clear although some fifteen months had elapsed since YN2 Thornbird first picked up prescription drugs for CDR Deal.  Even though there was some difference of opinion on how many times YN2 Thornbird picked up medicine for CDR Deal, it was clear that she asked for assistance and YN2 Thornbird had "volunteered" 4 or 5 times.  Similar circumstances prevailed when CDR Deal needed her car detailed.  Because of this, we felt that CDR Deal fell into a pattern of first asking or suggesting that she needed assistance and then allowing her subordinates to volunteer.  Although she felt her innocent "requests" were acceptable and did not violate the spirit or intent of the rule and although she never directly ordered YN2 Thornbird or any other yeomen to perform personal tasks for her, it was naïve for a Commander with her time and experience to think that it would be interpreted any other way.     


(3)  As discussed in her testimony, CDR Deal mentioned that she did not order or expect her subordinates to perform tasks for her on a routine basis.  She emphasized that it is common practice that "we all help each other out up here because of the hours we work...."  She added that she rarely left her office for lunch and stressed, again, that she never required anyone to pick up her medication, but merely asked if anyone was available and if they could do it.  Since she rarely left her office for lunch, we believe this was her rationale for requesting favors from her staff.


(4)  We concluded there was no violation of official time when YN2 Thornbird detailed CDR Deal's car since it was after working hours and she compensated him.


(5)  We concluded that CDR Deal requested her staff to perform personal favors for her by picking up medication over a fifteen-month period.  As such, we felt the requests violated DoD Instruction 5500.7-R concerning the use of official time.  However, under the circumstances, we feel that five or six requests for a personal favor over a fifteen-month period -- even though it constituted a violation of the rule -- was not particularly severe or egregious in nature.  We found no evidence that CDR Deal expected her subordinates to perform such tasks if they did not want to.  She felt it was an entirely voluntary where an individual was merely performing a favor for her.  She did
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not insist or demand her subordinates pick up the medicine.  Accordingly, we felt that although CDR Deal should have known better, that the violation was a rather minor infraction of the rule.


c.  Recommendation.  Commanding Officer, Naval Aviation Deport, Jacksonville, Florida, take appropriate administrative action. 


d.  Disposition.  The Commanding Officer verbally counseled CDR Deal on 17 April 2003.

4.  Interviews and Documents


a.  Interviews conducted.   (All interviews were conducted in person unless otherwise noted.  All personnel are assigned to NADEP Jacksonville staff.)


(1) Captain Roy Rodgers (witness), Commanding Officer

(2) YN2 Robert Thornbird (witness), Admin Yeoman


(3) CDR Linda Deal (subject), Admin Assistant for Captain Rodgers


(4) YN1 Bubba Johnson (witness), Admin Leading Petty Officer


b.  Documents reviewed.

(1) NADEP Jacksonville Organizational chart


(2) DoD Instruction 5500.7-R, Joint Ethics Regulation (JER), Chapter 2, Use of official time


(3) Privacy Act statements

OFFICIAL USE ONLY – PRIVACY SENSITIVE

Any misuse or unauthorized disclosure may result in both civil and criminal penalties
5

SAMPLE CASE #3

Complaint

DEPARTMENT OF DEFENSE HOTLINE  #84022

ACTION CASE REFERRAL  July 1, 2002

RECORD OF CALL

ALLEGATION:


On June 30, 2002,  Mr. Ignor Ramus contacted the Defense Hotline concerning hiring abuses at Naval Station Pearl Harbor, HI.

Mr. Ramus stated that Navy Captain John Gotti (retired) was illegally hired as a Mechanical Engineer, DP-0830-4, at the Naval Station Weapons Division without advertising the job.  Also,  when Captain Gotti retired, he went to work almost immediately without any kind of waiver.  It appears, since the new job was established in a sister department, that Captain Gotti either knew about, had inside information or influenced his own selection. 

SAMPLE CASE #3

Sample CMIS Summary for Case 20020404

as of 07-Oct-02

Receipt Method:
Phone Call
NAVIG Action Rutkowski, Sandy

Investigation Type
DOD Hotline
Investigation Status     Open

Investigation Action 
Tasker
Open Status


Complaint Rcvd 
12 Jul 02
Dollar Amount      $0.00

Investigation Opened 
12 Jul 02
Remedies 

Investigation Closed

Safety 

Investigation  Summary:

Rcvd DoD HL case #84022.  Complainant, Mr. Ramus, stated that retired Captain John Gotti was illegally hired as a Mechanical Engineer, DP-0830-4, at Naval Station Pearl Harbor, HI, Weapons Division, w/o advertising the job.  Also, Captain Gotti went to work the next week and could not have acquired a 180 day job waiver. The complainant added that a sister department established the new job and that Captain Gotti may have had inside information or influenced his own selection.

Investigation  Remarks:

13 Jul 02 – Searched CMIS w/neg results.  Checked DEIDS, Gotti worked for Naval Station Pearl Harbor Seaborne Powered Target Unit, Barking Sands, Kauai, HI. He retired from the Navy in Dec 2001.  Prepared CINCPACFLT tasking letter and forwarded to N6B//sr


Investigation Assigned By
Orig Due Date
Due Date      

DOD Hotline


21 Oct 02
21 Oct 02
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SAMPLE CASE #3

Sample CMIS Summary for Case 20020404

as of 07-Oct-02

Investigation Assigned To
Orig Due Date     Due Date      Date Report Rcv’d  

COMPACFLT


21 Oct 02
21 Oct 02
10 Aug 02

Investigation Cross References 

DOD IG


84022

Complainant:
Ramus, Ignor  




UIC
Confidential
Complainant Correspondence Date:

SSN:
Gender

Race




Rating:

Work Group:
Civilian
Government




WG11

Addresses

Phone Numbers

Home – Voice
808.656.8989

Complainant Remarks

Witness:








UIC


SSN:

Gender:

Race:




           Rating:

Work Group:

Phone Numbers

Addresses
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Sample CMIS Summary for Case 20020404

as of 07-Oct-02

Subject:
Gotti, John at NAVSTA Pearl Harbor Seaborne Target Unit


SSN:

Gender:






Race:



Rating:

Work Group:
  Civilian Government







DP
4

Phone Numbers
Work
808.345.9211

Addresses
Complainant Remarks:

Allegation:
Prohibited Personnel Practices/Nepotism
Finding:


Statement of Allegation: That CAPT Gotti did not obtain a waiver before accepting a government job offer as a DP-4 after retiring from the Navy.

Date Occurred:








Root Cause:

Disposition:

Rule Violation:
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SAMPLE CASE #3

Completion Report

Preliminary Inquiry Letter

5041/20020404

Ser 7/00IGA
4 August 2002
From:  Commanding Officer, Naval Station Pearl Harbor, Hawaii

To:      Commander, U.S. Pacific Fleet

Subj:   DOD HOTLINE 84022 (20020404); COMPLETION REPORT

Ref:     (a) NAVINSGEN ltr 5041/20020404 Ser N63/0575 of 14 Jul 02

            (b) COMPACFLT ltr 5041/20020XXX Ser IG/0691 of 22 Jul 02

            (c) DoDINST 7050.7

1.  References (a) and (b) forwarded the subject complaint, which we reviewed in accordance with reference (c).  Mr. Ignor Ramus, the complainant, alleged that:

     a.  Captain (CAPT) John Gotti retired from the Navy and accepted a government job as a DP-4 without obtaining a 180 day waiver; and, 

     b.  The job was not advertised and CAPT Gotti may have had inside information or influenced his own selection.  We received the DoD referral letter on 26 July 2002 and conducted a preliminary inquiry and concluded that no wrongdoing occurred.

2.  The inquiry determined the following concerning the two allegations.

a.  Allegation 1.  On 22 July 2002, we spoke with the Head of Staffing, Ms. June Taylor, Human Resources Office (HRO), Honolulu, Hawaii concerning the complaint.  Ms. Taylor stated that she was aware of the complaint and circumstances surrounding CAPT Gotti's hiring since she was involved in the process.  She added that HRO had received two inquiries regarding CAPT Gotti's retirement and subsequent hiring into the DP-4 job and that people seemed to be concerned that he and not someone else was hired.   Unsubstantiated.

b.  Ms. Taylor stated that following a 1999 manpower study by Commander, U.S. Pacific Fleet, the naval station was authorized to hire a Mechanical Engineer (DP-0830-4) at the Barking Sands Powered Target Unit in 2002.  They received a letter in October 2001 that authorized and funded the new billet.  She commented the job opening was announced for the Hawaii area in January 2002 for a 30-day period.  Five people applied for the vacancy.  Captain Gotti was hired from the Standard Automated 
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Inventory and Referral System (STAIRS) under the Veterans' Employment Opportunity Act eligible into a new position on 15 March 2002.

c.  Concerning his 180 day waiver, Department of Defense Directive (DoDD) 1402.1, Employment of Retired Member of the Armed Forces, section 4.1., Delegation of Authority, states:  "The authority to approve the appointment of a retired member of the Armed Forces to a position in the Federal service, in or under the Department of Defense, during the 180 days after retirement is delegated to the Heads of DoD components."  Further, Section D.2(b), states:  "Retired members of the Armed Forces have a right to seek and be considered for federal civilian employment.  Such consideration shall be extended equitably and in compliance with the merit systems principle of open competition to avoid both the practice and appearance of preferential treatment."  

d.  Ms. Taylor added that the 180-day rule was canceled following the events of 9/11.  The Deputy Assistant Secretary of the Navy, Civilian Personnel/Equal Employment Opportunity, issued a Civilian Human Resources guide on 3 October 2001 titled Civilian Personnel Flexibilities during the National Emergency. Page 4 of the guide, Appointment of former military members within 180 days of retirement, stated: "Under Title 5 of the United States Code, military members cannot work for the Department of Defense within 180 days of their retirement, unless a waiver has been granted.  This provision of law does not apply during a state of national emergency.  Therefore, former military members within 180 days of retirement have no additional requirements to meet beyond the normal recruitment and advertising process."  Accordingly, Captain Gotti did not have to apply for a waiver to accept the engineering job.

e.  Allegation 2.  With respect to the allegation that the job was not advertised and Captain Gotti may have had inside information or influenced his own selection, we determined no violation occurred.   Unsubstantiated.

f.  Even though this is a Human Resources Office matter and does not fall within the purview of the Inspector General's Office, we elected to address the issue in this report since we had contacted HRO and the information was readily available.  

g.  Ms. Taylor said CAPT Gotti was hired as a DP-4 under Federal Personnel Manual 531.203 (b) concerning Superior Qualifications Appointment, which was approved.  A review and comparison of the five applicants who applied for the position convinced her that Captain Gotti was the best qualified.  Subsequently, he was hired.  He retired from the Navy Civil Engineering Corps with 28 years of service

on 1 December 2001. His education achievements included a Bachelor of Engineering, 1969, Master of Civil Engineering, 1971, and Executive Management Development, 1994.  His last military assignment was as the Public Works Officer at Pearl Harbor, where he served as the principal facilities and environmental advisor.  He led several
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efforts to ensure the long-range sustainability of the Sea Range including several construction projects.  He had extensive engineering experience and was very familiar with the job requirements.

 h.  Ms. Taylor provided a copy of CAPT Gotti’s personnel file, which included his application with attached DD 214 (Certificate of Discharge), the job announcement and Competitive Certificate and Crediting Plan for the job offer.  We reviewed the documentation and concluded CAPT Gotti was properly selected and no violation of hiring principles occurred.

4.  We recommend you close the case.
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SAMPLE CASE #4

Complaint 

1001 Gibson Drive

Deerfield, VA 22555

May 7, 2002

Naval Inspector General

1014 N. Street

Washington Navy Yard

Washington, DC

Dear Sir,

This is my second request for an investigation into what I consider a serious and egregious matter committed by the Office of Naval Intelligence Security Office.   My     e-mail, enclosure (1), was sent to NAVIGHotlines@hq.navy,mil on February 14, 2002. As of today I have received no correspondence from the Navy IG as requested by me in my e-mail.

If I have not  received any correspondence from the Navy IG stating the status of this case by COB May 18,  2002, I will take this matter to a higher level.

BETTY BOOP

Enclosure


COMPLAINANT INFORMATION

NAME:  BETTY BOOP

PHONE: EMAIL: bboop@earthlink.com

Remain confidential: No

SUBJECT INFORMATION


NAME: ONI Security Office



COMMAND:  ONI



ADDRESS:  SUITLAND, MD

SAMPLE CASE #4

Complaint (Continued)

ALLEGATION INFORMATION
DATE OF EVENT:  13 February 2002.  LOCATION: Pentagon

DESCRIBE WHAT TOOK PLACE:  I would like to bring to the attention of the Navy IG an issue I feel is extremely serious and egregious. I am the subject of an investigation being conducted by the ONI IG. On 13 February 2002, I was approached by Tipsy Randall, a security specialist with the command Security Office, inquiring whether the 3.5’ diskette she was holding belonged to me. The diskette was marked with the ONI IG seal and displayed my name (“BOOP”) and what I believe was a file number. I asked her where she had gotten the diskette and she replied from CNO SSO.  I told her that it wasn’t mine and returned to my office. After thinking about the incident I returned to her and told her she should put the disk into a sealed envelope marked Eyes Only and deliver to my supervisor, Capt Mike Fagan.

On 14 February 2002, I again spoke with Ms Randall to determine whether the diskette had been delivered to Capt Fagan. She said she had returned it to CNO SSO on 13 February 2002, further stating that it should not have been delivered, even though she said the envelope which she opened had been marked with my name.

Whether the diskette was reviewed by anyone with no need to know is only a guess and purely speculative. However, I am extremely concerned that my privacy has been violated by ONI Security and what appears to be a very blasé manner in which ONI  treats information on individuals under investigation by that command.  I consider investigative information particularly sensitive and personal, not for common knowledge within a command.

WITNESS INFORMATION
Name:
Ms. Tipsy Randall

WHAT ARE YOU REQUESTING FROM THE NAVY IG: Investigate and advise me who had possession of the diskette, who viewed the contents of this diskette (by name), and corrective action taken to preclude this from happening again. I request a written response from  the Navy IG.

SAMPLE CASE #4

Sample CMIS Summary for Case 20020411

as of 9-Aug-02

Receipt Method:
Letter
NAVIG Action    Snoop, Mr.

Investigation Type
Navy Hotline
Investigation Status 
Open

Investigation Action 
Tasker
Open Status


Investigation Rcvd 
3 Jul 02
Dollar Amount 
$0.00

Investigation Opened 
3 Jul 02
Remedies 

Investigation Closed

Safety 

Investigation  Summary:  

Complainant, Ms. Betty Boop, ONI, ltr of 7 May 02 alleged that the ONI Security Office apparently routed information about her on a computer diskette. She wanted an invstg to determine who had access to the diskette and what information it contained.

Investigation  Remarks:

2 July 02 - Reviewed complainant ltr and email.//ms

3 July 02 - Opened CMIS case for as ONI IG Tasker.  Telephoned ONI IG and discussed case.  He had no knowledge of complaint or circumstances.  Also spoke with Deputy IG who said she knew Ms. Boop but was not familiar with the complaint. Prepared tasking ltr. //ms

7 July 02 – Sent tasking ltr to ONI.//ms

Investigation Assigned By    Orig Due Date
Due Date  

Investigation Assigned To    Orig Due Date       Due Date    
Date Rpt Rcv’d  

ONI


        12 Oct 02
12 Oct 02      4 Aug 02

Investigation Cross Reference

NAVIG
20010188

For Official Use Only – Privacy Sensitive

Any misuse or unauthorized disclosure may result in both civil and criminal penalties.
Page 1 of 3
SAMPLE CASE #4

Sample CMIS Summary for Case  20020411

as of 9-Aug-02

Complainant:
Boop, Betty  
UIC
Confidential

Complainant Correspondence Date:

SSN:
Gender



Rating:

Work Group:
Civilian Government
                 GS13

Addresses
ONI Employee

Phone Numbers

Home – Voice


Complainant Remarks: EMAIL: bboop@earthlink.com

Witness:
Randall, Tipsy
UIC


SSN:

Gender:



                  Rating:

Work Group:
            Civilian Government


       GS 11

Phone Numbers

Addresses
ONI Security Department

Witness:
Fagan, Thomas M
UIC


SSN:

Gender:





Race:



Rating:

Work Group:
Military
Active








0-6

Phone Numbers


Addresses


ONI

Subject:
unknown


SSN:

Gender:





Race:



Rating:

Work Group:
unknown

Phone Numbers
Work


Addresses
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SAMPLE CASE #4

Sample CMIS Summary for Case  20020411

as of 9-Aug-02

Allegation:  Abuse of title/position
Finding:


Statement of Allegation:  That an unknown person in the ONI Security Department violated the complainant's Privacy Act rights in February 2002.
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SAMPLE CASE #4

DOD/NAVY HOTLINE COMPLETION REPORT

30 July 2002
1.  Investigator(s) and Identifying Information and Location of Working Papers

a.  Investigator(s) and Identifying Information.   Mr. Don Jones, GS-13, Office of Naval Intelligence, Investigator, Tel. (202) 433-4555; DSN 288; Office of Naval Intelligence.


b.  Location of working papers.  Commander, Office of Naval Intelligence,

ONI-OCA, 4251 Suitland Road, Washington, DC 20395-5720 

2.  Background and Summary


a.  Hotline Control #s and Origin of Complaint.


(1)  Navy Hotline 20020411 - NAVINSGEN received the complaint on 3 July 2002 and tasked to the Office of Naval Intelligence (ONI) on 7 July 2002.


(2)  ONI case #2002-0317 - Received the NAVINSGEN tasking letter and complaint on 10 July 2002 and forwarded to the IO the same day.


b.  Summary of Complaint.   A 7 May 2002 letter addressed to the Naval Inspector General (NAVINSGEN) from Ms. Betty Boop prompted this investigation.  Ms. Boop works for a branch of the Office of Naval Intelligence (ONI) in Washington, DC.  An e-mail was attached to her letter, which contained the basis of the complaint.  Ms. Boop alleged that in February 2002 the command Security Office mishandled a computer diskette labeled "BOOP," which contained personal information about her, in violation of the Privacy Act of 1974.  After a review of the complaint and other documents, we have determined the allegation addressed in this report is appropriate for investigation.


c.  Additional Information (Optional).

(1)  Ms. Boop stated that earlier she was the subject of an IG investigation (see NAVINSGEN 20010188), conducted by the ONI Inspector General's Office.  She felt that the Security Office obtained a copy of the IG investigation on a computer diskette, which violated her rights.  The events that led to the complaint occurred on 13 February 2002, when Ms. Tipsy Randall, a security specialist from the Security Office, approached Ms. Boop with a 3.5" computer diskette.  Ms. Boop stated that the diskette was labeled with her name, "BOOP."  Ms. Randall asked if it was hers.  Ms. Boop stated that the diskette was marked with her name, the ONI seal and had what she believed to 
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be a file number as well as official markings.  Ms. Boop asked Ms. Randall where she got the diskette and she responded from the Chief of Naval Operations (CNO) Special Security Office (SSO).  Ms. Boop thought the diskette contained information concerning her ONI IG investigation and that someone at Security had found it.


(2)  Ms. Boop stated she was extremely concerned that her privacy was violated by the ONI Security Department and she felt ONI handled the information in a very blasé manner.  For information, the ONI IG office and command Security Office are separate departments within ONI.  At the onset of this investigation, there was no apparent reason why the Security Department would possess any IG files or records. 


(3)  A review of the IG files indicated Ms. Boop was the subject of a NAVINSGEN hotline investigation, case number 20010188, which alleged time and attendance abuses.  The case was opened in March 2001, but was closed in February 2002.  Apparently, Ms. Boop was not aware the case was closed.  The Chief of Naval Operations office (OP-09B), assisted by the ONI IG's office, conducted the investigation.


(4)  After a review of Ms. Boop's statement, I elected to conduct an investigation into this matter although violations of the Privacy Act actually fall under the purview of the SECNAV/CNO Privacy Act Office, which is a part of the Director Navy Staff, CNO 09B, located in the Pentagon.  The reason for not referring the complaint was this case may involve the ONI IG.  If the ONI IG lost or mishandled a copy of the report and it somehow found it's way to Security, then I would discuss the issue with NAVINSGEN for guidance.  As it turned out, I did not have to do so.

d.  Summary of outcome of investigation.   The allegation that the ONI Security Office mishandled a computer diskette containing personal information about Ms. Boop was unsubstantiated.

e.  List of allegations (Optional).

3.  First allegation.  That the Office of Naval Intelligence (ONI) Security Office mishandled a computer diskette containing personal information about Ms. Boop in February 2002, which is a violation of the Privacy Act of 1974.  Unsubstantiated.

a. Facts.  


(1) The Privacy Act of 1974 and Amendments (as of Jan 2, 1991), 5 USC Sec. 552a, "Records maintained on individuals, Conditions of Disclosure," contained the following policy:

   "...[each agency shall] establish appropriate administrative, technical, and physical safeguards to insure the security and confidentiality of records ... which could result in substantial harm, embarrassment, inconvenience, or
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unfairness to any individual on whom information is maintained...," and

"No agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains...." 


(2) Ms. Boop stated ONI was investigating her and on 13 February 2002, Ms. Tipsy Randall, a security specialist within ONI, approached her with a 3.5" computer diskette and asked if it was hers.  The complainant stated that the diskette was marked with the ONI seal and displayed the name BOOP on the label along with what she believed to be a file number.  The complainant stated she was "extremely concerned that my privacy has been violated by the ONI Security and what appears to be a very blasé manner in which ONI [IG] treats information on individuals under investigation by that command." 


(3) Ms. Randall was interviewed and stated she was employed as a Security Specialist for ONI.  Her responsibilities entailed personal and physical security.  She also processed security information for personnel who have special clearances or require their clearance to be periodically updated.  Part of that procedure involved processing security applications using an Electronic Personnel Security Questionnaire (EPSQ).  The questionnaire is contained on a 3.5 inch computer diskette that the person fills out using a computer.  The person answers questions and submits the EPSQ as part of a security application.


(4)  Ms. Randall stated that the Chief of Naval Operations (CNO) Special Security Office (SSO) at the Pentagon maintained security records and processed EPSQ questionnaires on personnel in sensitive security positions.  Ms. Randall was authorized to deliver, process and/or pickup the EPSQ computer diskettes.


(5)  In late January or early to mid-February 2002, Ms. Randall stated she received an 8 x 10 inch manila envelope marked with her name on the outside.  She asked the registry personnel where they got the envelope.  They responded that it came from SSO.


(6)  She opened the envelope and found it contained a black 3.5 inch computer diskette with the name BOOP and a password written on it.  Ms. Randall assumed the diskette belonged to the Ms. Boop, who she knew.  She went to Ms. Boop and asked if she or her husband had submitted an EPSQ diskette.  Ms. Boop replied "No" and that the diskette was not hers or her husband's.


(7) Ms. Randall commented that she showed the diskette to the complainant, but did not hand it to her.  The diskette remained in her possession while they talked.
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(8)  Subsequently, Ms. Randall went to SSO with the diskette and informed Chief Rip Torn and/or MA1 Sly Stallone who work in the office that the diskette did not belong to anyone in her office.  To determine whom the diskette belonged to, they inserted the diskette into a computer.  Ms. Randall said the diskette belonged to a person named Frank Boop.  A directory check indicated a LCDR Frank Boop who was a Judge Advocate General.  She informed Chief Torn and/or MA1 Sly Stallone that she did not have a LCDR Frank Boop assigned to her.  Ms. Randall stated she left the diskette marked BOOP at SSO and returned to work. 


(9)  Ms. Randall added that the next morning Ms. Boop approached her about the diskette.  Ms. Boop stated that she thought the diskette was hers and Ms. Randall related the story of how she returned the diskette to SSO and how they determined it belonged to LCDR Frank Boop and not to Ms. Betty Boop.


(10)  Ms. Randall emphasized the diskette was in her possession from the time she received it in the manila envelope until she returned it to SSO.  She added that no one but she had access to the diskette and no one viewed the contents of the diskette while it was in her possession.


(11)  She further commented this was the only diskette she had received marked with the name BOOP since she assumed her security position in July 1999 and the only diskette she had asked Ms. Boop about.


(12) MA1 Sly Stallone, assigned to SSO, stated that in February 2002, the SSO had accumulated a number of ESPQ computer diskettes from personnel.  After they completed processing information on the diskettes, they returned them to the person through the command.  He stated they returned some diskettes to various people around 10 February 2002.


(13)  He forwarded one diskette in a numbered secure envelope marked for "Boop" to Ms. Tipsy Randall.  On 13 February 2002, Ms. Randall returned the diskette to him and said she asked Ms. Boop about the diskette, but it did not belong to her.  She said Ms. Boop was upset because she thought the diskette might contain personal information about her.


(14)  MA1 Sly Stallone accessed the diskette and determined it contained information about LCDR Frank G. Boop, assigned to Navy Civil Law Support Activity, and not Betty Boop.  As an explanation, he stated SSO had files for more than one person named Boop and had mistakenly routed the diskette.


(15)  A review of a photocopy of the original diskette, which MA1 Sly Stallone had made and provided, verified the markings.  The white label on the diskette contained the printed words, "DEPARTMENT OF THE NAVY", which appeared at the
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top of the diskette.  At the bottom of the label were the printed words, "FOR OFFICIAL USE ONLY."  A round printed seal in the upper left hand corner of the label was inscribed with the Judge Advocate General insignia encircled with the printed words, "U.S. Navy Judge Advocate General's Corps".


(16)  The written words on the diskette label included, "filename: Boop" and "password: FGB7056".  MA1 Sly Stallone stated he added: "NJAG, Frank G." (above the name Boop), and "rtn'd to SSO fm Security 2/13/02" in his own handwriting.


(17) Ms. Emily Post, ONI IG, stated that she worked on the NAVINSGEN investigation concerning Ms. Boop and their office maintained a case file on her.  She commented that they forwarded a letter report to the CNO IG (N09B23F) in October 2001 concerning the investigation.  She stated that no computer diskettes regarding the hotline case were made by the IG's office.  Moreover, Ms. Post added that they do not have any contact with the command Security Office except on matters concerning security and they do not assist or have access to their investigations.


b. Analysis/Discussion/Conclusion.  


(1) The Privacy Act of 1974 and Amendments, 5 USC Sec. 552a, requires, inter alias, that "...[each agency] establish appropriate administrative, technical, and physical safeguards to insure the security and confidentiality of records [emphasis added) ... which could result in substantial harm, embarrassment, inconvenience ..." and that no "agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains [emphasis added]..."  It is clear that Congress intended government records concerning its citizens to be secure and not disclosed without their authorization.


(2) From the onset, there was confusion and apparent contradiction concerning the complainant's allegation that bears explaining.  It appeared from what Ms. Boop alleged that the diskette contained information concerning her ONI IG investigation, which was not the case.  The complainant stated that on "13 February 2002 I was approached by Ms. Randall, a security specialist, inquiring whether the 3.5" diskette she was holding belonged to me.  The diskette was marked with the ONI IG seal and displayed my name ("BOOP") and what I believed was a file number.  I asked her where she had gotten the diskette and she replied from CNO SSO." 


(3)  The confusion and contradiction follow from the complainant's statement that she received the diskette from CNO SSO, but it contained the "ONI IG seal."  It appeared that Ms. Boop concluded the diskette belonged to the ONI IG and contained personal information.  At first glance, a logical question was if Ms. Randall stated she received the diskette from SSO, how did Ms. Boop conclude it came from the ONI IG? 

5

Or that it may contain information about her investigation?  And why did she state it contained the ONI IG seal?  It is not apparent from the statements in this case or the interview, but opined that the complainant's name, coupled with a file number, a seal and the words FOR OFFICIAL USE ONLY would lead most people, at first glance, who thought they were under investigation and presented a diskette labeled in this fashion, to conclude it belonged to them AND contained information about them.  That is a reasonable conclusion on the complainant's behalf.


(4)  Moreover, since she was involved in an IG investigation (that she apparently did not know was closed), it would follow that the diskette may have originated at the ONI IG office, contained information about the complainant, and in some way was mishandled and routed to Security and/or SSO.  Therefore, the apparent conflicting statement was explained by the attendant circumstances of the complainant's discovery coupled with the ONI IG investigation and the diskette markings. 


(5) So, Ms. Boop's alarm is easily understood.  Her concern was that a computer diskette containing personal information about her had somehow migrated from the ONI IG's office to Ms. Randall.  If the diskette was FROM the IG's office and contained information about her, it MAY constitute an unauthorized release of personal information that could be damaging or, at least, constitute a loss or mishandling of protected information.  If substantiated, her concerns may be legitimate violations of the Act.


(6) I am confident after reviewing the circumstances related by Ms. Randall and MA1 Sly Stallone that the incident was an administrative error.  The diskette contained information on another person named BOOP who was assigned to a different command, but whose record was held -- like the complainant's -- by SSO.  The mix-up occurred when the diskette was mistakenly routed to Ms. Randall who concluded it might belong to the complainant by the same name, which was a logical assumption in the course of daily business.  MA1 Sly Stallone had a clear recollection of Ms. Randall returning the diskette on 13 February 2002 and her confusion surrounding the diskette.  MA1 Sly Stallone discussed writing information on the diskette including the date it was returned.  Moreover, he had the presence of mind to make a photocopy of the diskette after he annotated it.  This is important, since the date he recorded coincides with the complainant's recollection of the date the event occurred.  Moreover, it supports other evidence that conclusively identifies this diskette as the one in question and not some other diskette.  I have no doubt that the diskette Ms. Boop referred to was the same one that MA1 Stallone annotated, which belonged to LCDR Boop.


(7) More importantly, MA1 Sly Stallone's convincing testimony coupled with Ms. Randall's recollection and statement established a chain of custody from the SSO office to Ms. Randall and back.  This is fundamental since it established the diskette was secure.  Since the diskette was held by MA1 Sly Stallone until it was routed to Ms. Randall and was not out of Ms. Randall's custody until it was returned, the security
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provision of the Privacy Act -- "[n]o agency shall disclose any record...by any means...except pursuant to a written request by, or...prior written consent of, the individual to whom the record pertains...." was met.  This is important, incidentally, in protecting LCDR Boop's rights also.  Accordingly, the portion of the allegation dealing with unauthorized disclosure is obviated.  Additionally, Ms. Randall stated that while in her custody no one viewed the information contained on the diskette and therefore LCDR Boop's privacy was not comprised either.


(8) It is my opinion that the facts conclusively establish that SSO mistakenly routed a diskette containing personal security information on LCDR Boop, a JAG officer, to Ms. Randall for delivery to Ms. Boop, an ONI employee by the same name.  The facts establish that Ms. Randall maintained custody of the diskette and provided proper security until it was returned to SSO and subsequently delivered to LCDR Boop.  Accordingly, I concluded that neither Ms. Boop's (nor LCDR Boop's) privacy was violated.


c. Recommendation(s).  None.


d. Disposition.  None.

4.  Interviews and Documents


a.  Interviews conducted.  (All interviews conducted in person unless otherwise noted.)


(1)  Ms. Boop, complainant, by telephone.


(2)  MA1 Sly Stallone, witness, by telephone, assigned to Chief of Naval Operations (CNO) Special Security Office, at the Pentagon, Washington, DC.


(3)  Ms. Emily Post, witness, by telephone, assigned as an investigator at the Office of Naval Intelligence, Inspector General's Office, Washington, DC.


(4)  Ms. Randall, witness, by telephone, assigned as a Security Specialist for ONI.


b.  Documents reviewed.  


(1)  Facsimile copy of 3.5 computer diskette label.


(2)  The Privacy Act of 1974.


(3)   Privacy Act Statements.
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